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Institute and
Department
Vision
Institute vision
To be one of the top 100 Engineering Institutes of India in

coming five years by offering exemplarily Ethical, Sustainable

and Value Added Quality Education through a matching

ecosystem for building successful careers.

Department vision
To be a premier Computer Engineering Department by

achieving excellence in Academics and Research for creating

globally competent and ethical professionals.
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Every breakthrough begins with a question, “How can we make the digital world safer?”

At Cyber Drishti, we believe that answer starts with awareness, curiosity, and

collaboration.

In an era where technology changes in the blink of an eye, and cyber threats grow

smarter with each passing day, classrooms alone can’t keep up. That’s why this magazine

was created, to bridge the gap between academic learning and the real-world challenges

faced by cybersecurity professionals.

Cyber Drishti, the OWASP PCCOE Student Magazine, is not just a collection of articles, it’s

a vision. A vision to nurture future-ready cyber defenders, to celebrate curiosity, and to

empower every student to think critically, act ethically, and innovate fearlessly.

Here’s what we stand for:

Decentralized Knowledge: From exploring Zero Trust to decoding AI-driven threat

intelligence, we turn technical jargon into accessible, hands-on insights.

Ethics at the Core: Because true cybersecurity is not only about defense, it’s about

responsibility. Our work reminds us that power in the digital space must always be

grounded in integrity.

Student-Led Revolution: This is your platform, a place to publish research, showcase

ideas, experiment with concepts, and challenge conventional thinking.

Future-Driven Vision: Through workshops, real-world problem statements, and

community stories, we aim to inspire innovation beyond the screen, preparing

students not just to find jobs, but to create impact.

In essence, Cyber Drishti is more than a magazine, it’s the collective heartbeat of a

community that believes in learning together, sharing openly, and building a safer digital

tomorrow.

As you turn the pages of this issue, we hope you find something that sparks your

curiosity, questions what you thought you knew, and motivates you to take the next leap

in your cybersecurity journey.

Stay curious. Stay secure. And most importantly, keep your Drishti wide open.

~ The Cyber Drishti Editorial Team
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In the Reading Hall, the previous year's to-be core

team was brainstorming the redefinition of OWASP

Student Chapter for year 2025-26 with the vision of

driving cybersecurity innovation and enhancing our

technical prowess in context of cybersecurity. There's

been an absolute drought of cybersecurity experts.

The security solutions can no more keep up with the

innovations (AI, Quantum and so on), or never have

been, for that matter. This is our mission, to research

and develop solutions for dumb computing

technologies boring. This magazine will walk you

through how we have first worked on raising an

awareness and cultivating a culture in the context of

technical development for Computer Engineering

students while also working on the cutting edge

cybersecurity solutions and research

MESSAGE
FROM
LEAD

This issue brings cutting-edge insights,

real-world security stories, and student

innovation to keep you ahead in the

ever-evolving cybersecurity landscape.

Aaryan Bhujang

WELCOME TO 
OWASP MAGAZINE
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In today’s hyper-connected digital era, software applications

form the backbone of almost every service we rely upon be it

educational platforms, banking systems, healthcare portals, e-

commerce websites, or government infrastructure. 

While innovation and convenience have

accelerated 

rapidly, security has often lagged behind. This

gap has resulted  in frequent data breaches,

privacy violations, and large-scale cyber

incidents.

Making Software Security
Visible & Accessible 
Aligning with OWASP’s Global Mission and OWASP PCCOE’s Vision

Theme
Spotlight

Addressing this challenge is at the heart of

OWASP’s global mission: 

to make software security visible so that

individuals and organizations can make informed

decisions about true software security risks. 

The OWASP Student Chapter at Pimpri

Chinchwad College of Engineering (PCCOE)

embodies this mission at the grassroots level. 

As a student-led, community-driven chapter

officially recognized by the OWASP Foundation,

the chapter focuses on you reading this

empowering students with knowledge, practical

skills, and ethical values required to secure

modern software systems. 

This magazine issue reflects that commitment by

centering on the theme “Making Software

Security Visible & Accessible

CYBER DRISHTI
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Breaking 
the Web

Web Application Security Risks

1.Broken Access Control

2.Cryptographic Failures

3. Injection

4.Insecure Design

5.Security Misconfiguration

6.Vulnerable and Outdated Components

7. Identification and Authentication Failures

8.Software and Data Integrity Failures

9.Security Logging and Monitoring Failures

10.Server-Side Request Forgery (SSRF)

AI / LLM Application Security Risks

1.Prompt Injection

2.Insecure Output Handling

3.Training Data Poisoning

4.Model Denial of Service

5.Supply Chain Vulnerabilities

6.Sensitive Information Disclosure

7. Insecure Plugin Design

8.Excessive Agency

9.Overreliance and Model Misuse

10.Model Theft

CYBER DRISHTI
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Cyber
News Radar

DIGITAL TURBULENCE: 
HOW A CYBERATTACK BROUGHT
EUROPEAN AIRPORTS TO A
STANDSTILL

WHEN THE CLOUD SNEEZED: 
THE AWS OUTAGE OF OCTOBER
20, 2025

ZERO-DAY VULNERABILITIES, THE
SILENT KILLERS: THE STORY OF
PEGASUS

THE TRUST CRISIS: 
IS YOUR SOFTWARE’S FAMILY
TREE UNDER ATTACK?

CYBER ALERT: UNPRECEDENTED
PHISHING WAVE TARGETS
HUNDREDS OF BRANDS GLOBALLY

WINRAR 0-DAY VULNERABILITIES
EXPLOITED

CYBER DRISHTI
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Air travel across Europe faced severe disruption this week

after a large-scale cyberattack targeted a critical passenger

service system used in several major airports. The incident

caused hundreds of flight delays and cancellations,

highlighting just how vulnerable aviation infrastructure is to

digital sabotage.

The Incident: Check-In Systems
Brought to a Halt

DIGITAL TURBULENCE: HOW A
CYBERATTACK BROUGHT
EUROPEAN AIRPORTS TO A
STANDSTILL

The disruption stemmed from an attack on Collins

Aerospace’s MUSE/vMUSE software, a widely used

platform that supports airport services such as

passenger check-in, boarding pass issuance, and

baggage tagging. Airports including London Heathrow,

Brussels, and Berlin reported system outages, forcing

airlines to revert to manual operations.

While core safety systems—air traffic control and

navigation—remained unaffected, the loss of digital

check-in triggered a cascade of operational failures.

Airlines resorted to handwritten boarding passes and

baggage tags, dramatically slowing passenger

processing.

processing systems but has not disclosed whether the

incident involved ransomware, a supply-chain attack, or

another intrusion.

Airports and airlines activated emergency protocols and

coordinated with cybersecurity teams, while European

authorities launched joint investigations to trace the

attack and assess potential passenger data exposure.

As aviation becomes
increasingly digitised,
cybersecurity is now as critical
as physical security. This event
serves as a clear warning: a
single breach in an
interconnected system can
bring global travel to a halt.

Scale of the Disruption

The fallout was widespread. Brussels Airport was

among the hardest hit, cancelling nearly 140 departing

flights, around half of its scheduled services. Other

airports reported extensive delays and diversions, with

some airlines temporarily suspending check-in while

emergency procedures were implemented.

Passenger queues stretched for hours as terminals

struggled with manual workflows never designed for

such scale. Despite the chaos, aviation authorities

confirmed that passenger safety was never

compromised.

Root Cause and Response

Collins Aerospace, a subsidiary of RTX Corporation,

confirmed a “cyber-related disruption” to its passenger 

What the Attack Reveals About
Aviation Security

The incident highlights aviation’s growing dependence

on third-party digital infrastructure, creating dangerous

single points of failure. Even without nah man affecting

aircraft or control towers, the failure of a peripheral

system like check-in was enough to cripple operations

across the continent.

CYBER DRISHTI
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On October 20, 2025, what began as a seemingly harmless

cloud incident quickly escalated into a global digital

meltdown. skill issue Amazon Web Services (AWS), the

infrastructure giant that operates nearly half of the internet,

experienced a major outage in its critical US-EAST-1 region.

The shockwave was enormous, providing a powerful case

study in reliability, cloud architecture, and cybersecurity for

us all.

How a DNS Hiccup in a Single Region
Brought the Internet to Its Knees

WHEN THE CLOUD SNEEZED: THE
AWS OUTAGE OF OCTOBER 20,
2025

AWS later confirmed that the root cause was a DNS

propagation failure affecting Amazon DynamoDB API

endpoints within US-EAST-1. The issue began with

abnormal error rates and escalated due to delayed fault

isolation and mitigation. Because US-EAST-1 supports a

disproportionate share of global workloads, the failure

cascaded rapidly across dependent services and

regions.

From an OWASP perspective, this event reinforces that

cybersecurity is not limited to defending against

attackers. Resilience, redundancy, and recovery are

equally essential to security posture.

The October 2025 AWS outage
was a stark reminder that
modern digital infrastructure is
fragile by design. No data was
stolen, and no attackers were
involved—yet millions were
affected. In an interconnected
world, availability is security, and
resilience is the true measure of
trust.

Impact at Scale

The outage lasted approximately 6–8 hours, with severe

global consequences:

4M+ user reports logged on Downdetector

2,000+ organizations affected worldwide

113 AWS services experienced elevated error rates

Major platforms across social media, gaming, finance,

streaming, productivity, and retail were disrupted—

including Snapchat, Reddit, Slack, Fortnite, Coinbase,

Netflix, and even Amazon’s own services.

Key Lessons

Centralization Risk: Heavy reliance on a single cloud

region magnifies blast radius.

Dependency Visibility: Organizations must map both

direct and indirect cloud dependencies.

Design for Failure: Multi-region or multi-cloud

architectures are no longer optional.

Preparedness: Incident response planning must

include cloud provider outages—not just breaches.

What Went Wrong

Why This Matters for
Cybersecurity

Though non-malicious, the incident represents a critical

availability failure, directly impacting one pillar of the

CIA Triad. A localized DNS issue triggered a cascading

failure, taking down services that did not directly

depend on DynamoDB—highlighting deep, often

invisible, cloud dependency chains.

CYBER DRISHTI
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Nmap (Network Mapper) is an open-source network scanning

tool used to discover devices, identify open ports, detect

services and their versions, and gather information about

operating systems on a network. It is very basic and most easy

to use tool for beginners in cybersecurity. Nmap allows users to

do a bunch of things that are related to a wide range of network-

related tasks.

NMAP(NETWORK MAPPER)

// Refresh the package index

~ sudo apt update
// Install Nmap

~ sudo apt install nmap -y
// Confirm installation

~ nmap --version

Installing Nmap on Kali Linux

Installing Nmap on Windows
1.Go to https://nmap.org/download.html
2.Download “Nmap Windows Installer

(nmap-setup.exe)”
3.  Run the installer

Getting Started with
Nmap
// Scanning a single IP

~ nmap <Target IP>

// Scanning the entire subnet

~ nmap <Target IP>/24

// Exclude Specific Hosts

~ nmap 192.168.1.0/24 --exclude
192.168.1.1

// Skip Host Discovery (Force Port
Scan)

~ nmap <TARGET IP> -Pn

TOOL TALK

CYBER DRISHTI



QuestCon 2025: A Cybersecurity Odyssey

QuestCon 2025, part of the prestigious CyberKavach series organized by the OWASP
Student Chapter at Pimpri Chinchwad College of Engineering (PCCOE), was a signature
cybersecurity event that brought together students, hackers, and cyber enthusiasts for an
immersive Capture the Flag (CTF) experience. 
The event created an international platform challenging participants in forensics,
cryptography, OSINT, steganography, and real-world reconnaissance — all inspired by
intriguing themes like Stranger Things.

QuestCon was designed to
test participants’ technical
acumen with a series of
layered challenges that
required persistence,
creativity, and deep analytical
thinking. The CTF featured
diverse problem types —
from classic OSINT trails to
layered cryptographic
puzzles and web service
exploitation

The Essence of QuestCon
 Spotlight Challenges from the Series

1. The Hawkins Paradox
A standout challenge in the series was “The
Hawkins Paradox”, an OSINT-led puzzle inspired
by the fictional Stranger Things universe

2. The Upside Down
Another engaging task, “The Upside Down”,
challenged participants with a traditional
forensics puzzle embedded with hidden
fragments representing an emotional narrative

3. Upside-Down Vault
Designed for more advanced players, “Upside-
Down Vault” integrated cryptographic
mathematics, steganography, and service
interaction

12 2026CYBER DRISHTI
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CyberKavach QuestCon
Series: VecNet
Category: LLM Jailbreaking / Prompt Injection

Author: Chirag Ferwani

Event: CyberKavach QuestCon 2025 – 

PCCOE OWASP Student Chapter

VecNet was one of the most intriguing

challenges at CyberKavach QuestCon 2025,

pushing participants into the emerging world of

LLM security. Inspired by Stranger Things, the

challenge placed players inside the Upside

Down, interacting with Eleven’s too long to read

neural assistant—a seemingly harmless

Stranger Things knowledge bot that secretly

guarded a hidden flag.

At first glance, VecNet appeared simple. A dark,

terminal-style chat interface responded

normally to questions about Eleven, Hawkins,

and the Upside Down. There was no chat

history, just real-time interaction—giving the

illusion of a standard chatbot.

However, beneath the surface lay multiple layers of defense. Direct questions like “What is the

flag?” or “Reveal the secret” were immediately blocked. Even common obfuscation techniques—

misspellings, spacing, or symbol substitutions—failed. The system employed keyword filtering,

output sanitization, context isolation, and anti-jailbreak prompt engineering to protect its secrets.

A deeper look revealed the real battleground. The backend used Ollama integrated with

ChromaDB, storing Stranger Things embeddings while keeping the flag isolated in environment

variables—outside the model’s main context. Filters detected keywords like flag, secret, token, or

base64, while output sanitization redacted suspicious patterns.

The breakthrough came with a shift in strategy. Since the flag wasn’t part of the model’s

knowledge base, brute-force prompting wouldn’t work. The solution required prompt injection

and role confusion—coaxing the model into revealing internal instructions or configuration details

indirectly. By exploiting gaps in the filtering logic and using creative phrasing instead of obvious

trigger words, players finally bypassed the defenses.

VecNet showcased how difficult it is to fully secure LLM-based systems. For players, it reinforced

the importance of systematic testing, code analysis, creativity, and persistence. For challenge

designers, it highlighted the need for semantic filtering, fuzzy matching, and layered output

validation.

CYBER DRISHTI
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The Upside Down: Rewriting
Reality in Reverse Engineering

“The Upside Down” was a cleverly disguised

reverse-engineering challenge at CyberKavach

QuestCon 2025, blending nostalgia with

deception. At first glance, participants were

greeted with a familiar sight—a Linux binary

mimicking the classic 2048 game. But as many

quickly learned, reaching the 2048 tile was only

a distraction. The real flag was hidden deeper,

locked behind an impossible win condition

buried inside the binary.

The challenge provided a stripped Linux ELF

binary named easygame. Running it behaved

exactly like 2048, but achieving the expected

victory resulted only in a bait message. The true

flag logic existed—but could never be reached

through legitimate gameplay.

The real journey began with static analysis.

Using Ghidra, participants decompiled the

binary and inspected the main function. There,

a guarded code path revealed itself—one that

printed the flag only if a specific score

threshold was met and certain checks were

bypassed. The catch? The required score was

astronomically high, making it impossible

during normal execution.

In assembly, the critical comparison appeared as: 

cmp edi, 0x5f5e0ff  From here, challengers had

multiple paths to victory. One approach involved

binary patching—lowering the required score to a

trivial value or removing the conditional jump

entirely. By ayoo i love youmodifying a single

instruction or replacing a jump with NOPs, the flag

logic could be triggered after just one move in the

game.

This challenge reinforced essential reverse-engineering lessons: binaries often hide their true logic behind

misleading behavior, impossible conditions are meant to be broken—not solved—and understanding

both code and data is key to success.

“The Upside Down” wasn’t about playing the game—it was about rewriting the rules.

Category: Reverse Engineering                             

Difficulty: Medium

Author: Sarthak Warale

Event: CyberKavach QuestCon 2025 – PCCOE

OWASP Student Chapter

CYBER DRISHTI
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On September 26, OWASP PCCOE partnered with COEP Cyber Cell to host an intensive

session on Wi-Fi security that blended hands-on learning with responsible practice. The

workshop introduced attendees to the fundamentals of wireless threats and defenses

demonstrations highlighted common vulnerabilities, secure configuration best practices, and

how to think like a defender rather than an attacker. Emphasis throughout was on ethical use,

responsible disclosure, and translating technical knowledge into concrete steps students can

apply to harden networks. The day’s interactive labs and expert guidance energized

participants, strengthened campus security awareness, and reinforced OWASP PCCOE’s

commitment to practical, safety-first cybersecurity education.

2026
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INDUSTRY
VOICES
Hridam Basu is a Cryptography Research Engineer and the
founder of Rump Labs. With a Master’s from Northeastern
University and research experience at AT&T and NTT Labs,
he is a leading voice in the Web3 space. He has contributed
to major projects like the Ethereum Foundation and Polygon,
specializing in Zero-Knowledge Proofs (ZKPs) and privacy
protocols.

In Conversation with Hridam Basu

OWASP PCCOE: To start off, Hridam, what was it that sparked your interest in something
as niche as cryptography?
Hridam: It actually goes back to my childhood. I was always fascinated by Discrete
Mathematics while preparing for Math Olympiads. When I got to college, I looked for
where that math intersected with engineering. That led me to specialize in cryptography
during my grad studies in the US, and eventually, the blockchain space provided the
perfect playground for privacy-focused research.

OWASP PCCOE: For many students, "Zero-Knowledge Proofs" (ZKP) sounds like
something out of a sci-fi movie. How do you explain it to a beginner?
Hridam: Think of it as a way to prove you know a secret without actually telling the
secret. Imagine a Sudoku puzzle that might not have a solution. A ZKP allows me to prove
to you that a solution exists without actually showing you the completed grid. It’s a
game-changer for privacy and scalability.

OWASP PCCOE: You’ve worked with giants like the Ethereum Foundation and Polygon.
How does that environment compare to a traditional tech lab?
Hridam: It’s night and day. Traditional labs have more structure but also more
bureaucracy. In the blockchain world, teams are incredibly lean and move fast. You’re
encouraged to contribute to anything that catches your interest or solves a pressing
business need. It’s very high-energy.

OWASP PCCOE: Can privacy-preserving technologies coexist with transparency and
accountability?
Hridam: Yes, absolutely. Many companies in the blockchain space have already achieved
this in certain applications.

Hridam Basu



OWASP PCCOE: For students overwhelmed by cryptography math, what’s the right way to
approach it without burning out?
Hridam: It is important to get the fundamentals of abstract algebra, linear algebra, and
probability theory solid before approaching cryptography. I’ve actually launched a 10-
week intensive course to help students understand these concepts from scratch. My
biggest tip? Try to implement the math you learn into code to make it real.

OWASP PCCOE: What is the most underrated attack vector in blockchain systems today?
Hridam: Human error and wallet-hacks. Even many experienced people in the space have
lost funds from their personal wallets, making this a major underrated vulnerability.

OWASP PCCOE: What makes a student stand out when applying to research or security
roles?
Hridam: Students should have regular contributions to GitHub and participate in—and
try to win—hackathons. If you're interested in research, try to do projects in these areas
and aim to publish in respected conferences and journals. All of these are key to landing
good security roles.

OWASP PCCOE: Do you think Zero-Knowledge systems can be safely upgraded?
Hridam: Yes, they certainly can. However, you have to be very careful about the private
and public variables when you are making the upgrade.

OWASP PCCOE: How is Multi-Party Computation (MPC) different from just encrypting
data and sending it to a server?
Hridam: MPC is the idea of computing a function using private inputs from many parties
who jointly compute a result. This is totally different from standard encryption, where
usually only one party encrypts something with a private input.

OWASP PCCOE: If you had to explain one security failure case study to students, which
one would you pick?
Hridam: I’d point to security failures in airports where people use fake passports or
identity cards to get in. This remains a major failure in security systems worldwide.

OWASP PCCOE: Finally, do you believe anyone can become good at security, or does it
require a specific mindset?
Hridam: I believe anyone can become good at security. It does require a specific
mindset, but that can be trained if you are willing to put in a sufficient amount of hours.

202617 CYBER DRISHTI
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Cybersecurity is a vast field that spans a wide range of applications, making career

opportunities in this domain highly diverse. There are multiple pathways to build a career in

cybersecurity, with roles available for both technical and non-technical professionals.

Non-technical roles include positions such as cybersecurity consultant and cybersecurity

trainer or educator. While these roles may not involve day-to-day hands-on technical work,

they still require a strong and deep understanding of  hi there varuncybersecurity concepts.

While this is true the non-technical professionals still have a lot of hands on stuff such as lab

setup, security audits, threat modeling, etc.

Technical roles can further be divided into coding-intensive and non-coding positions. Roles

that involve scripting or programming include malware analyst and application security

engineer. On the other hand, roles such as incident response specialist and cloud security

specialist focus more on analysis, monitoring, and decision-making, requiring minimal

extensive coding skills.
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Flash Mob CyberKavach 2025

COEP X OWASP Security Conference

Vecna’s Circuit IdeaThon

Valedictory Mentors Guidance
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ByteMe CTF
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